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Abstract-

Regulatory Compliance of Telemedlclne 
Applications in India: An Analytical Study 

Ms. Shraddha Nigade, 
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Healthcare delivery in India has changed substantially through the blistering growth in the 
telemedlcme appltcatlOns, whIch have mcreased access, affordability, and efficiency. Various 
regulatory responses to regulate virtual medical consultations were boosted by the COVID-
19 pandemic which enhanced the use of digital health platforms. In this paper, the author 
discusses the regulatory compliance of the major telemedicine platforms in India in terms of 
the Telemedicine Practice Guidelines, 2020, which were issued by the National Medical 
Commission and the Information Technology Act, the Digital Personal Data Protection Act, 
the Drugs and Cosmetics Act, and the Consumer Protection Act.The paper critically assesses 
the compliance of the major telemedicine applications with the requirements of the law 
concerning practitioner eligibility, informed consent, data protection and cybersecurity 
protection, tele-prescription standards, and platform liability. It also evaluates regulatory 
uncertainties relating to whether or not telemedicine platforms should be classified as 
intennediaries, healthcare service providers, or digital health facilitators and whether or not 
this has any implication on accountability. Through identifying areas of noncompliance and 
structural overlaps in the regulation of healthcare and digital data, this paper examines how 
the Indian telemedicine regulatory framework is fragmented. The study contends that, 
although the current framework offers the basic protection, enhanced statutory integration, 
more robust enforcement mechanisms, and coordinated digital health governments are 
required to provide patient protection without frustrating innovation. The paper ends with 
findings on how to improve regulatory coherence and accountability in the emerging sector of 
ttlehealth in India. 

Key Words- Teiemedicine, Digital Health, Regulatory Compliance,Data Protection, Platform 
liability 
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Introduction _ 

~Orld Health Organisation uses c-JlCllllh liS Jnforrnntion technologies 1-1 
. orld Heallh Assembly recognized Ihc oppOrlllnilics of digil"1 Icchn I c.hh. In 2018 

slgmficant contribution to the popuJuliol1 hen/lh with dclcglltcs coming ~ ogles in rnak' tJ..e 
rcsoluf d' . II 0 an agr llll " Ion on Iglta lcalth , l11C resolution cl1courngcs the member states t d eern~(On ~ 
digital technologies in hcnllh more as a way of promo ling Universal Hea~lhcveIOpa",, ~ 
sustamable develollmelll goals. In Indio, Ihis lerm is used inlerchangcably With i'>verago "" 
Hence, il can be Slated thai Digilal heallh rcrers 10 Ihe applicalion of Informali elel1\e(Jic;,. 
tools and services to make differenl heallhcare facililies available 10 Ihe ne<d

on tech",,~ 
usually encounter other appliealions! websiles in which medical praClition~~k. "'. 
consultancy 10 patients withoul physically meeling Ihem. When visiling such apps lean OIl. 
we post all kinds of infomlatioll, includin.g ours and ,our health, which is su~~~ 
accessed by the medical praclilioners and IS used 10 dIagnose. The issue relating'~"""Y 
practice is the security ofthe dala! infonnallon submltled by user. The above praclice is "<I 
only ,practice ~revailing in the pr?vision of tel ~medjcine but encomp~ses various": 
pracoces thai ,"clude e-pharmacles, robot aSSlsled surgery, self monlloring heal!hear. 
equjpmen~ electronic health records and many more . Among all these pracli 
abov~ention~ mUCh. of the data : i~forrnation that i ~ p.ersonal or sen~itive in nature may~ 
acquired and ubbzed wlthoul permISsIOn. Therefore, dlgllal heallh servlces4 are obligalo'Y ~ 
be governed in India. 

According 10 Chief Scienlisl of WHO, Ihe use of digital lechnologies provides new 
opportunities to enhance the health of people. However, difficulties in the effect of cenain 

~
~~~::~:~are~ also noted in Ihe evidence Ihal chief scienlisl points outThe difficulties 

regards to data protection. Undoubledly, Ihe intrusion of technology in the 
can perform miracles and will assist in the universal coverage ofhealtb, but 

simultaneously, people need to be convinced thai their informalion is in safe hands with the 
individuals offering digital heallh services. Since Telemedicine is mainly a compl" 
combination of the praclice of medicine as well as infonnalion and communication 
technology, in absence of a specific law, all Ihe existing laws in India addressing both 10 

medicine and to information technology would definilely apply 10 Telemedicine. The chap'" 
talksaboul the differenl regula lory framework in India on Telemedicine. 

Telemedicine -

Any software thai is ulilized in some ofthe idenlified purposes is classified asa medical ~ 
In the IndIan law. In 2020, a change was made to purchase software as a medIcal deVIce 
tbeDrugo and CosmelicsAcl, 1940 (Ihe main law concerning medical devices) (D&CACI). 

Software can be considered as a medical device provided il is ulilized with Ihe foliOWin
; 

PUl]>OSe>:Diagnosis, prevenlion, moniloring, Irealment or allevialion of any diseas' .~ 
dIsorder. Diagnosis, supervision, care, relief or support of nny injury or disabililY, Reselll' 



I 'Clllcnt or other alterntion or !U1 I' 
reP aL 1'1 ' , ' , port of nlllli . 
' 18iotCnanccorsuppo.t o .Ie, DisinlCctiollofn.eu ' I o~ny or a physiological process 
I' lell eqUIpment C I • 

-"cal deviccs (including softwnre) under th M ' ' ontro of conception, 
~I"" ' f . k b e ed,c.1 Dcv' R , 4 c.,tcgones 0 ns - ased classifications (CI .ces ule., 20 17 (MD Rules) fall 
,nto " ' th ' aSSA-Iowrisk CI D h' , <)II"CS soln\'arc 10 e ,onn of digital health 1" ,ass - .gh risk), This also 
.~,,, purposes" As an illustration photopl th

app 
.cattons which are utilized in any of the 

.,~ b ' d th ' e ysmography anal' ft 
alysis of data 0 tame rough fitness machines lik " YSls so -ware, a.. a horne 

~w-moderate risk) medical apparatus" e F.tb.t deVices, qualtfies as a Class B 

Main Regulations concerning Telemedicine regulation-
Consumer Protection Act, 2019: Digital health apps that ' 

arded as a product underthe CPA 20 19 I arc In the form of software are 
reg , ,,' un ess the software IS acquired to sell it orto sell it 
commerctally, CPA 2019 IS appltcable to manufacturers and s' 'd 'd I f 

d 
ervlCe proV! ers an se lers 0 

.:oital health software, an docs not exclude the transparency c· t d d h d 
U.I~' • lair ra e an t e re ress to 
consumers. 

Contract Law: The Indian Contract Act of 1872 also provides a liability in case the developer 
orservtce proVider VIOlates any end user agreement or tenns of service . 

In CPA 2019 product liability actions can be subject to exceptions of some of them. There are 
exemptions to liability of a manufacturer, service provider or seller of a product, sucb as: (i) a 
seller of a product is not liable in circumstances where the product was misused, altered, or 
modified by the consumer; and (ii) a manufacturer is not liable due to a deficiency in tbe 
delivery of warnings and instructions in circumstances where the consumer, in the course of 
using the product, was under the influence of alcobol. Liability may also be capped using 
disclaimers or limitation of liability provisions in user agreements under contract law, 
although these sbould be reasonable and enforceable. 

Other Regime-
Additional legal regimes relative to data protection that concern digital bealth software 
(gathering information thalrelates to medical records) do exist in India-

Tbe Information Technology Act 2000 in India-

The Information Technology (Reasonable security practices and procedures a.nd sensitive 
personal data) Rules, 20 II (SPDI Rules) are the main regulatory instruments that apply to the 
COllection, receipt, processing. storage, transfer, dealingof personal in~onnatio? and s~n.sitive 
pe""nal data or information by various entitieslbusinesses. Personal Informalton ThIS .s any 
Information that is related to a person, and which can ident.fy su~h a person. The SPDI, bemg a 
IUb- set of the Personal Information inter alia, comprtses med.cal record and hIStory among 
other such information' as well as information relating to the physical, psycho logical a.nd 
lIledical health of an in'dividual. Infringement/unauthorized disclosure of such infonnation 

. -- ------. 
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I · . ,addition 10 pcnultics to be imposed Upon the viol"li", .. 

may lead to damages C Runs. II 
Ihe IT Acl. 
Beside.. the above data protection framework, the legal framework applicable i. 
security .Is<> IIf'plies to the digital health oppslsoflware. In th,s respecl, thc IT Act a, il il 
together with the: (i) Infonnation Technology (The Indian Computer Em~rgen~ ~"'" 
Teo", and Manner of Perfonning Functions and Duties) Rules, 2013, and (II Oii . """ 
relating to infonnation security practices. procedure, preventIOn, response and fe,',"i'; 
eybcr incidents dated April 28. 2022 specify the procedur~ that should be adhe'ed 
difterent parties in the case ofa eyber incidenl. cyber secu~lty Incldenl. ThiS mvolves reoc,,, 
provisions that shall be followed in case of SUSpICion / havmg knowlcdge of such tnei'd lenl.A~ 
violation can lead to serving of other people m Jail and fines according to Ihe IT I\ct:n 
Supreme Court acknowledges the right to privacy of an indiVidual as a nght to life 
Article 21 of the Constitution oflndia, 1950. 

DPDPAct would be used in the proccssing of personal data, i.e. any data about an tndiviO,. 
identifiable by or in relation to such data in a digital fonn. In contrast to the SPDI ""lieS. It. 
DPDP Act does not make a distinction between the various types of personal data and 
the health related data as well . It is worth mentioning, though, that the duty of:,dherenCCIO~ 
requirements in the DPDP Act will be imposed on the data fiduciaries only (excluding the ,"" 
processors) to the extenl that it is possible. Any violation can lead to penalty as prescribed " 
DPDPAct. 

The managennent of the electronically available health records is regulated by Ihe Eleclroni: 
Health Record Standards, 2016, or EHRS, which is published by the Ministry of Heahh and 
Family Welfare. The EHRS include detailed instructions touching on the data . CttSS 

measures. the confidentiality requirements, and security measures of the health infonnaooo 
stored in an electronic fonn . The EHRS restates the applicability of the IT Acl (with 
amendments) and the SPDI Rules as pertaining to collection, processing and maintenance o[ 
confidentiality of health information. Some other standards such as the guidelines of Goo! 
Clinical Laboratory Practices provided by the Indian council of Medical Research (publishcl 
under the New Drugs and Clinical Trials Rules, 2019), which requires some data prol«."" 
measures on heahh related data might apply in some situations when such sets of data are 
handled. 

IT Art, SPOt Rule. and Cerl-In Framework-

IT Act and Cert-In Framework : The applicability of the IT Act (and the underlying Cert·lo 

Framework) includes: (i) all persons (including natural and juristic persons) in Indl. 
irrespective of their nationality/residency; and (ii) any olfence or contravention conmllll~ 
oUbiide Jndia, but where the act or conduct that constitutes the offence or contruvcllllon ~ 

~,,- -~ . I d" I ' 'c pUI,'> con~ ID n 13 JOVD vmg a compute!. computer system or computer network(, 00' .rs 
In this regard, the IT Act shall be appltcable where (a) the data is being processed by US' 

. -------------- . 



entities; (b) the processing of the dllta is being dOlle i ' , , , , 
andior, ut that in some rare cases, where 1111 of the p. t' n India, W.th th.s sa.d, .t has to be 

'otL" 0 b I' lr.e, nrcnotlOlndiabutth C ' pO' d' theiT Act may e upp ,cllble and this will hllve t b I k ' e omputefls 
io 10 " , 0 e 00 cd at on a casc-by-case basis, 

/ Rules: The comphanee provisions of the SPOI R I 
SPD ~tes or individuals within India, In the case wh u esthwobuodld only apply to body 
cOI1""" . I d ' ere e y corporate and the 
ifidi\;duals arc not 111 n la, then the SPO! Rules may not be relevant. Nevertheless even 

i1Crctherc has been an unauthonsed access to a Computer in Ind ' th th b d ' 
• slill be liable underthe IT Act. .a, en e 0 y corporate 
, .. 0 

pPDPAct-

ne DPOP i\ct is applicabk (i) when processing any personal data in the territory oflndia is 
dooe; and (n) when any dtgttal personal data 's processed outside the territory of India, but the 
processing occurs m relanon to the prov,slOn of goods/services to data principals in India, To 
this extent, the DPOP Act would apply m a case where the processing of sets of personal data 
(data fiduciary) IS bemg conducted m IndIa, or the processing activity undertaken by tbe entity 
is direcled 10wards the provlSlon of serv,ces m Indla,The principal regulatory authority over 
physicians in India is the National Medical Commission also known as the National Medical 
Commission Act 2019 referred to as the NMC. In 2020, the NMC supersedes the Medical 
Council oflndia.Besides the NMC, individual states also have their State medical councils. 
The NMCAct is in control ofthe State Medical Councils and stipulates registration of medical 
practitioners and a register of medical practitioners. The con- duct of such practitioners is also 
regulated by the State Medical Council through taking complaints of the citizens and bas the 
authority to reprimand or suspend such practitioners and take the name of the name off the 
regisler.Pbysicians are also mandated to follow regulations written by the Indian Medical 
Council (professional Conduct, Etiquette and Ethics) Regulations, 2002 which stipulates the 
role< and behaviour that are expected ofthe physicians. 

Th.legislatioD and rules governing telemedicine in physician-

Besides the above-mentioned laws, another regulation regulating the work of physicians 
operating telemedicine in India is the Telemedicine Practice Guidelines, 2020 issued by the 
Ministry of Health and Family Welfare. These regulations are a legal criterion under which 
registered medical practitioners (RMPs) refer to their patients remotely, through the different 
communication platforms.According to the Telemedicine Guidelines, it is up to the discretion 
of the physician whether or not telemedicine was applicable to treat a patient. When a doctor 
COncludes that a patient is treatable by use of telemedicine, the Telemedicine Guidelines 
govern the use of telemedici nco 

ThtCOnditions stipulated by the Telemedicine Guidelines are: 

n.. doctor. will be required to be registered by the NMC or a state medical cowlci!. The 

• 
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lclccol1su ltalions ollghllo be held 0 11 Ihe IIcccSSllry technology pJatfonns ~hat enslJre prj 
and confidentiality ofpnticnls. Doclors should seck fhe consenl ~f ~he patlenl .~ the con \lilt) 
presumed in case the pllfi~nl inilintcs the consulrnlion, but ~xphcJt c~n~ent IS nccess~l.it 
50111e sihmlions. Doctors Arc required to make profcsSJOnal ~ecI5IOns . o~ whelhry II) 
tclCC'Ollsuiralion should be conducted or a visit done. TeJec?~s ultatl.on prescr,'PtJon hasl~ ~ 
"",-",.-ding to the Telelltedieine Guidelines_ Some ofthe med.cmes wllh potent.al to abUse ~ 
may hann the pMienl or the whole society in case of wrong use cannot be prescnbcd re~ ilI)j 
under tclccol1sultations. The telcconsultafions should be properly documented and recorde¢.~ 
Based on the Tclcmcdicine Guidelines, physicians are required to seek patient consent priOr 
giving teleconsultation, To this effect, consent may be: 10 

Implied consent: In case the patient takes the initia tive of a consultation, Implied con 
Implied consent is necessary under certain conditions, like sharing patient infonnation ~ 
another hca1thcare organization or prescribing medication. The physicians must eduWrtll 

patients about: The shortcomings of telem~dicjne as . co~pared. t~ face-to-face conSUlta: 
such as the possibility of risk of lack ofphys.cal exam illatIOn_ Th.s IS because teleconsullatj 
limits and types, including privacy and data security protocols_ The right of Ihe patienlon 

request. face-ta-face consultation at any moment. Though there is no standardised form Of~ 
disclauner, the phYSICians need to convey these ISsues clearly during the consent proced 
and the interaction needs to be well-documented. lire 

Questions-

Q I _Is there a risk ofliability increase due to the use oftelemedicine (e g wb b ' _ , 
nquesred -fy Ih - - -, en a p YStctan" 
to rb< f< to c;rt. at someone IS fi t 10 work in a specific job and does it remotely comn o .... 3Ce-\o-,aec coosultalJon)? 'x."" 

The quality of care required of the h - - , 
consultation, whether it is through telP YSd·c.ans will not change regardless of the mode of 
of~1 ed ' - erne 'Ctne or tn-person It - H em .cmecan create a risk - I- b-I- consu atlOn_ oweve, The use 
suffi ' I- - - In .a •• ty when the do t h - -' , Clenle .IDealJudgment in de 'd' h c or w 0 IS not present IS not usmg 
do - c. mgw en remote co It - h -

DOl cons.der physical exallti I- nsu atron s ould be used or when !bey 
certify- - - - na .on necessary in ,-

mgsu.tab.lnytoworkoram d' I - comp teated Cases_ In activities like as I. kin - e lea certtfic f -
-~ g ngor and this could increase the r b -t lOn, virtual assessmenls could be criticized 

pasl SI Iy suggest phYSical examination h la t tty nsk. Doctors should be very careful and 
ro auon to wberh h were necessary F- 1/ - - -
Te/emedi ' _ e~ I e phYSician acted w -th ' ' - tna y, tt IS a matter of liability to 

cmeGuldeltnesornor. • In the accepted medical slandards and 
02_/s there any limitatio 
Yes n on the nalure ofllJedicine Ih _ 

• the Te/emedicine GU -d r at ts prescribable underteleme<iicine? 
prescribable usi r e tnes eSlablish sl - _ _ _ _ ' 
Guide/hJ n8 telemed/cine It h I nCI ItmtlatlOns on Ihe kind of medictn< 

N aN medicines tha - as c assified d - - - ' e 
I Can be prescribed _ _ me tClnes under the Telemed.ctn 

~ USIng lelemedicine and those that are not 
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TeIemedic:iae Pmctlce OuldeliDee of 2020 hu al/e8e1y begun this process and, still 
paildlelllll iUfIPCN'l, IncludillllUbIIldi. on the privately .Ide. ".,.. 
It ... 111 iDcNoIe ....... necliclne JHVllIIIIII and Inve._ntl In dlgltal infrastructure. In add' . 
lIIemeotkine "UClIpdou,.1e belllli .ianiftcallt development,.areoot verified, iii.., 
lepI .. ovl_., IIId data privacy, whicb .hould be included. I~ thIS direction, !her, ta.\ 
ti ............. -.- made, which contribute to the n.k of 100ing oneself· ... 

..... 1ioD. TedmoIoar ~Iemedlclne will also. be j~te~ted into an ~ .. , 
,1IIi1 __ .... eeI belldlcc'edeUvery bale that bridges the dl~les m the dlJl'er~ hea~ 

,... moIadoa of1Meltb CIIe IYltem within indIa ~ough telernedl~ i. fI<lIoiIJIo 
.. It 1IIi ... o'a_ .... cbalJeDaeI by eobaIIclng the pollclCS, mveslmg In ID~ 
....... "'1 die people 011 bow to Implement the b .. ~th care system through telernedicioe • • "IM •• cbsNe way. With adequate support a:;~ 1D~=e~ tel~~dlclDe .win be .. 
br IJII'" _. __ ofJDdian health system an It WI e prOVl e quality care to 

,Ii _. If MldleWUldlY. 
Set _.1 0108-will IJJIIISfom the healthcare in the future. The conttibutWaof 

AI Z L ...,.' l"!IIIIpertbecauseAl-drivendiagn~csandpredlctiveanaJyticswill 
air • 5 ... l' 117 .. " an early stage, develop a tailor-made treatment regimen, iIIII 

i J . 6 SI.' fed _ . The !DIemet of Things will become a treJneudoIa 
5 a,-= al ...... audsensors will be offered to track important parameters and beaiJIJ 
5 _ 'w" * ~ &cilitate the process of remote monitoring and enable patients to be 

_ • f .. iI. 7* care. Furthermore, telemedlcine will continue to grow and ....... an 
q - 6""'0("". to healtbcsre services, especially in underserved areas, and'. 

, sa 5 6 iIieo. This eombination of the technoloaies will result in more effi"; ... . ( .. .,.. --, 
2 q 11\ -rnedbeallh,caresystem. """"'.1.-_, 

oos"lIem: The dawn of H..-
available .' 

1OIDfJ~ 00D«aI of H ...... 
01 Orla.isalioD 
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Section 2(.) of the DPDP Act defines ''processing.'' 

Acy pcnooal data processed for (i) for rcspooding to a medical cmergcncy 
involving a _t to the life or immediate threat to the hcslth of the data principal 
or any other individual; or (ii) for taking measures to provide medical beatlllC"rt 

or health services to any individual during an epidemic, outbreak of di!case, or 
any other _t to public hcslth, does not require prior """"""t but other 
lOqUimnentsundartheDPDPActcontiouctoapply. 
Section 2(1 )(i) of the IT Act 2000 

hcslth _ and telcrncdicine in India, 
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