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TILAK MAHARASHTRA VIDYAPEETH, PUNE 
BACHELOR OF COMPUTER APPLICATIONS (CYBER SECURITY) 

EXAMINATION: DECEMBER- 2025 

 SEMESTER - V  
Sub: Cyber Security - III (BCA-CS-544-20/BCAC-23-507) 

 

Date : 29/12/2025 Total Marks :  60 Time: 10.00am to 12.30pm 

  

Instructions: 

1. All questions are compulsory unless and otherwise stated. 
2. Bold figures to the right of every question are the maximum marks for that question. 
3. Candidates are advised to attempt questions in order. 
4. Answers written illegibly are likely to be marked zero. 

5. Use of scientific calculators, Log tables, Mollier Charts is allowed. 
6. Draw neat and labelled diagrams wherever necessary. 

 

Q.1.  

 

Fill in the blanks.  

 

(05) 

1. A Criminal Activity involving an Information Technology Infrastructure, including 

illegal access, illegal interception, data interference, systems interference, misuse of 

devices, forgery, and electronic fraud is called as  _______. 

 

 a) Ethical Hacking b) Cyber Crime  

 c) Cyber Stalking d) Hacking  

2. A hidden, logical file structure where recently deleted items can be found is called as 

_______. 

 

 a) Recycle bin b) slack space  

 c) swap memory d) pagespace  

3. An accurate digital reproduction of all data objects contained on an original physical item 

is known as _______. 

 

 a) Physical Items b) Duplicate Digital Evidence  

 c) Original Digital Evidence d) Copy  

4. Any dishonest misrepresentation of fact intended to induce another to do or refrain from 

doing something which causes loss is called as _______. 

 

 a) Spam b) Harassment  

 c) Cyber-Terrorism d) Fraud  

5. Data Carving is also known as _______.    

 a) File Carving b) Data Carving  

 c) System Carving d) Dir Carving  

   

Q.2. State True/False.  (05) 

1. Data/ Computer forensics is also known as Digital Forensics.  

2. Consistency checker can protect both against bugs in the file system software and latent 

incompatibilities in the design of the storage hardware. 

 

3. Attempts to deal with the growing number of reported phishing incidents include 

legislation, user training, public awareness, and technical security measures. 

 

4. Evidence collected from settings of digital thermometers is called as Digital Artifact.   

5. Cyber Stalking attack is an example of social engineering techniques used to fool users, 

and exploits the poor usability of current web security technologies.  

 

   

Q.3.    Answer the following.  (Solve any 5) (10) 

CB 
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1. Define the term “Cyber Stalking”.  

2. What is Phishing?  

3. What is firewall?  

4. Define the term “Hash”.  

5. Define the term “Imaging”..  

6. Define the term “volatile data”.  

   

Q. 4. Answer the following in detail.  (Solve any 6) (30) 

1. Explain the process of vulnerability assessments against the database.  

2. Explain different types of digital evidence.  

3. Explain in detail the five basic steps involve in computer forensics.  

4. Explain the process of vulnerability assessments against the database.  

5. Write a short note on 

a. Network based techniques 

b. Handset based techniques 

 

6. Write a short note on IIS logs.  

7. Explain the five basic ways computer criminal use to get information of the companies 

they attack. 

 

   

Q. 5. Answer the following in detail. (Solve any 1) (10) 

1. What is event viewer? Explain in detail different log types of event viewer.  

2. Explain in detail four general areas of the disk where evidence might hide.  

__________________ 


