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Instructions: 1) All questions are compulsory.  
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Q. 1.    Answer the following question. (15) 

 A) Crtically Discuss the concept of Digital Evidence. Explain in detail relevant 
Sections regarding Admissibility of  E-Evidence of Bhartiya Sakshya Adhiniyam 
2023 and Bhartiya Nagrik Suraksha Sanhita 2023. 

 

 OR  

 B) Analyze the offences and penalties under the Information Technology Act 2000. 
What legal provisions are in place to address cybercrimes? 

 

Q. 2. Answer the following question. (15) 

 A) What is IPR? Critically Explain issues revolving around Trademark and 
Copyright on the Cyberspace. 

 

 OR  

 B) Discuss the Controller of Certifying Authority and  Regulation of Certifying 
Authorities under the Information Technology Act 2000. 

 

Q. 3. Write Short Notes. (any four) (20) 

 a) Concept of Cyberspace   

 b) Council of Europe Convention on Cybercrime  

 c) Cyber Jurisdiction  

 d) Cybersquatting   

 e) Cyber Terrorism  

 f) Electronic Contracts   

Q. 4. Answer the following questions.  (10) 

 A) Sarah, a social media influencer, decided to create a fake account impersonating a 
celebrity in order to gain more followers and increase her online presence. She used the 
celebrity's name, photos, and personal information without consent and started posting 
content on social media platforms. Sarah's actions were soon discovered by the celebrity's 
team, who reported the matter to the cybercrime cell. 
As a cyber law expert, analyze Sarah's actions. Which Section of IT Act 2000 will be 
applicable and why? 

 

 OR  

 B) In August 2018, the Pune branch of Cosmos Bank was targeted by hackers who managed 
to siphon off Rs 94 crores through a sophisticated cyber attack. The hackers not only 
accessed the main server but also compromised the ATM server to steal details of various 
VISA and Rupay debit cards. As a cybersecurity consultant, what immediate steps would 
you recommend to the bank to minimize damage and prevent further breaches? 

 

 

 


