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TILAK MAHARASHTRA VIDYAPEETH, PUNE
BACHELOR OF COMPUTER APPLICATIONS (B.C.A)
SPECIALIZATION IN CYBER SECURITY (CS)
EXAMINATION : JUNE - 2025

SEMESTER-III
Sub: Cyber Security Il (BCAC 23-304)
Date : 13/06/2025 Total Marks : 60 Time: 2.00pm To 4.30pm

Instructions:

All questions are compulsory unless and otherwise stated.

Bold figures to the right of every question are the maximum marks for that question.
Candidates are advised to attempt questions in order.

Answers written illegibly are likely to be marked zero.

Use of scientific calculators, Log tables, Mollier Charts is allowed.

Draw neat and labeled diagrams wherever necessary.
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Q.1. Fillin the blanks. (5)
1. Ansolicited e-mail generated to advertise some service or product is called as
a) Spam b) adware
c) joke d) wabiit
2. Command shows live system processes in a formatted table, memory
information, uptime and other useful info.
a) ls b) DD
c) Top d) process
3. injection attacks attempts to add additional SQL statements or commands to
the existing SQL statement.
a) XSS b) Code
c) class d) Function
4. viruses are more difficult to detect by scanning because each copy of the
virus looks different than the other copies.
a) cluster b) batch file
c¢) Companion d) Polymorphic
5. means the Official Gazette published in the electronic form.
a) Electronic Record b) Electronic Gazette
c) Electronic database d) Electronic form

Q.2. State True/False. (5)
1. A booster cheque is a non-sufficient fund cheque used to make a payment to a credit

card account.

"Private Key" means the key of a key pair used to create a digital signature.

DDcommand is used to create the duplication of the disk.

Scanning is the initial state of collecting information on the target network.

A technique of viewing the pin number by peeping over the victims shoulder is

called as card skimming.
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Q.3.  Answer the following. (Solve any 5) (10)
Define the term “Booster Cheque”.

Define the term “Public Key”.

State the characteristics of “Macro Virus”.

Define the term “SSID”.

Explain the use of wget command in Linux.

6. Define the term “Salami Attack”.
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Q. 4. Answer the following in detail. (Solve any 6) (30)

1. Write a short note on “proactive Approach”.

2. Define the term “Virus”. Explain following types of Virus; a) Polymorphic Virus, b)
batch file Virus.

3. Explain defense-in-depth security model.

4. Write a short note on “Target Environment” used by Virus.

5. Write a short note on SQL Injections.

6. Explain the process of Penetration Testing.

7. Explain the command in linuxto create user account, change password of user & delete
the user.

Q. 5. Answer the following in detail. (Solve any 1) (10)
1. Describe in details any five types of ATM related fraud.
2. What is “Money Laundering”. Explain the stages involved in Money Laundering.
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