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Instructions:

All questions are compulsory unless and otherwise stated.

Bold figures to the right of every question are the maximum marks for that question.
Candidates are advised to attempt questions in order.

Answers written illegibly are likely to be marked zero.

Use of scientific calculators, Log tables, Mollier Charts is allowed.

Draw neat and labelled diagrams wherever necessary.
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Q.1.  Fillin the blanks. (05)

1. provides the punishment for Hacking with intent or knowledge.
a) Section 66 b) Section 77
c) Section 67 d) Section 75

2. aims at redirecting the website used by the customer to another bogus website
by hijacking the victim’s DNS server.
a) ldentity Theft b) Harassment
¢) Internet Pharming d) Malware

3. Ahidden, logical file structure where recently deleted items can be found is called as

a) Recycle bin b) slack space
C) swap memory d) pagespace
4. Activities related to user programs and commercial off-the-shelf applications populate
which log :
a) System logs b) Security Log
c) Application logs d) event log
5. The process of creating an exact duplicate of the original evidentiary media is often
called
a) Imaging b) Copy
c¢) Data Object d) Digital Evidence
Q.2.  State True/False. (05)

Application logs are reviewed to track usage of specific applications.

CDMA cellular technology uses spread-spectrum technigues.

Created, modified & accessed types of Time/Date stamp is embedded on each file.
Consistency checking is the one common techniques used to recover data from logical
damage.

Slack space contains volatile data.
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Q.3.  Answer the following. (Solve any 5) (10)

What is Cyber Crime?

Define the term "Cloning".

What is digital evidence?

What is the importance of calculating the HASH value of evidence?
Why digital evidence is said to be fragile?

What is expert report?
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Answer the following in detail. (Solve any 6)
Write down the steps involved in computer crime investigation.

Explain in detail the process of cell phone tracking.

Write a short note on 11S logs.

What type of information you will gather when you will arrive at client site?
What is digital evidence? Explain any two types of digital evidence.

Write a short note on do and don’ts for mobile security.

Write a short note on DoS&DDoS attack.

Answer the following in detail. (Solve any 1)

Explain any five types of Cyber Crime.

What are the six steps, in order, that a computer crime investigator would normally
follow?
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