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TILAK MAHARASHTRA VIDYAPEETH, PUNE
BACHELOR OF COMPUTER APPLICATIONS (Cyber Security)
EXAMINATION :DECEMBER- 2024

SEMESTER-III
Sub: Cyber Security 11 (BCAC 23-304)
Date : 27/12/2024 Total Marks : 60 Time: 2.00pm To 4.30pm

Instructions:

All questions are compulsory unless and otherwise stated.

Bold figures to the right of every question are the maximum marks for that question.
Candidates are advised to attempt questions in order.

Answers written illegibly are likely to be marked zero.

Use of scientific calculators, Log tables, Mollier Charts is allowed.

Draw neat and labeled diagrams wherever necessary.
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Q.1. Fillin the blanks. 5)
1. An e-mail message that attempts to trick the recipient into revealing personal
information that can be used for unlawful purposes are called as

a) scam b) adware
c) joke d) wabiit
2. allows an attacker to retrieve crucial information from a Web server's
database.
a)SQL injection b) Cross Site Scripting
c) directory traversal d) Code Injection
3. command is used to copy the files.
a)cp b) Is
c¢) Dd d) mv
4, is unsolicited e-mail generated to advertise some service or product.
a) Scam b) Spam
c) Junk d) Adware
5. shows all current network connections.
a) W b) Who
c) Netstat d) Nbtstat
Q.2. State True/False. (5)

1. "Electronic Gazette" means the Official Gazette published in the electronic form.

2. Polymorphic viruses are more difficult to detect by scanning because each copy of
the virus looks different than the other copies.

3. Layering refers to the physical disposal of bulk cash proceeds derived from illegal
activity.

4. mvcommand is used to create the duplication of the disk.

5. A fake message warning of a virus that doesn’t actually exist is an example of a
phishing.

Q.3. Answer the following. (Solve any 5) (10)
Define the term “Trojan”.

Define the term “Keylogger”.

Define the term “Computer Resource”.

What is Digital Signature?

Define the term “Salami Attack”.

Define the term “XSS”.
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Answer the following in detail. (Solve any 6) (30)
Write a short note on “proactive Approach”.

Explain in detail “Money Laundering” process.

Write a short note on “Carrier Objects of Malware”.

Define the term “Virus”. Explain following types of Virus; a) partition Virus, b)
Macro Virus.

5. Write a short note on Cross Site Scripting.

6. Explain any two types of ATM related frauds.

7. Write a short note on SQL Injections.
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Q.5. Answer the following in detail. (Solve any 1) (10)
1. Explain any 5 types of Bank & banking related Fraud.
2. Explain the five stages involved in Penetration Testing.
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